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1. Introduction

The EcoStruxure™ Building Operation Release v3.1.1 Release Notes document includes
information about the new release as well as some general information about the EcoStruxure
Building Operation products. The general information can be found in the numerous APPENDIX

sections.

This version of EcoStruxure™ Building Operation Release provides new features and
enhancements. It also includes fixes for a number of previously reported defects.

1.1 Upgrade options

Release v3.1.1 offers the possibility to upgrade a system in a non-sequential way. Any

SmartStruxure solution that is currently at v1.8 or higher can be upgraded directly to v3.1.1

These release notes describe the changes that have been made since 2.0. If you are upgrading
from a version that is older than v1.9, it is important for you to read the earlier Release Notes

which can be found here:
StruxureWare Building Operation v 1.5.0 Release Notes
StruxureWare Building Operation v 1.6.0 Release Notes
StruxureWare Building Operation v 1.7.0 Release Notes
StruxureWare Building Operation v 1.8.0 Release Notes
StruxureWare Building Operation v 1.9.1 Release Notes
EcoStruxure Building Operation v 2.0.1 Release Notes

Supported upgrade paths:

X Via 1.7 Direct Direct Via2.0 | Via2.0
X Via 1.7 Direct Direct Via2.0 | Via2.0
X X Direct Direct Direct Via2.0 | Via2.0
X X X X Direct Direct Direct Direct
X X X X X Direct Direct Direct
X X X X X X Direct Direct
X X X X X X X Direct
0,
51 = {0 PPO

It is imperative that any upgrades be accomplished only after reading and understanding this
document, especially those areas that are related to the upgrade process.
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1.2 New features summary

Release v3.1.1 of EcoStruxure Building Operation provides many new features for the user in
the following areas:

Connected Room Solution (CRS) for Light and Blind applications
WebStation

Preparation for the Occupant App Menu
EBO Licensing

Device Administrator

WorkStation

Security Alarms and Events

Change Control

Graphics Editor

Multi Version System (MVS)

SDK

MNB BACnet objects

Support for Microsoft Windows Server 2019

The feature enhancements for each of these areas can be found with details in Section 3.

1.3 Change History

Revision Date Revision Description/Change
[Author
A 2019-12-20 C. Bate Complete and ready for release
B 2020-01-07 C. Bate Section 9.4, Updated SQL script file names to match
those posted on Exchange
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2. EcoStruxure Building Operation v3.1.1 Release
Availability

The software and firmware included in the EcoStruxure Building Operation v3.0.1
Release deliverable is available for download on The Exchange
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3. New Features in EcoStruxure Building Operation v3.1.1
Release

3.1 Connected Room Solution (CRS) for Light & Blind applications
3.1.1 Introduction

Connected Room Solution supports the control and monitoring of Lights and Blinds via 5 new
modaules. In addition, the current SmartX sensor (Room unit) firmware has been enhanced to
provide light and blind control.

3.1.2 Models

e Blind High Voltage (4 groups) with power distribution

e DALI 4 groups (1 channel) with power distribution

e MultiSensor for infrared motion detection and luminosity measurements
e Blind Low Voltage (2 groups) with power distribution

e Lighting 0 to 10v with power distribution

The new CRS modules are added and configured under a new Room Bus folder located in the RP-Cs
10 Resources folder:
SmartX CRS modules can by hosted by the following IP Controller:

e RP-C12A
e RP-C12B
e RP-C12C

e RP-C16A-230v

3.1.3 Event scripts (IP Controllers only)

A Script Event Program is a new type of Script program that is available in SmartX IP controllers.
The Script Event Program does not execute in any given task, but instead only executes when it is
triggered by either an input or an expired timer. It is a FallThru program with one single logical line.
Script Event Programs use several new keywords to declare and use triggering inputs and to
accomplish actions based upon those inputs and timers. For further information, search on “Event
Program” in Web Help.....

= Create Object: Script Event Program

Choosing the Type and Naming the Object

Quick filter

Mame |Script Event Program

) Control Loop
3 Function Block Program Path /Maidenhead Automation Server,
 Script Event Program

“ Script Function

“ Script Program

Description
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A quick summary of the new keywords:
Numeric Triggered Input
GetTriggeredVariableld
GetTriggeredVariableName
StartTimer & StopTimer

GetTickCount (Maximum time is 4.5 hours)
GetElapsedTime (Maximum time is 4.5 hours)
B Select Case GetTriggeredVariableId() Accessing variable attributes

Case LightSwitch.Id

- . ) Variable.Name ' Get the name of the variable
| 1f LightSwitch = Off then

that triggered the program

Level = 0 '0%, no lights
Endif Variable.ld ' Get the Id of the variable that
Break triggered the program

Case ControlLevel.Id
Break
-~ EndSelect

3.2 Occupant App Menu (RP-C Controllers)

The Occupant App is a new feature that will be introduced in 2020. This release includes the groundwork for
this feature. Looking at the RP-C IO Resources folder you will notice, not only a new icon but also an
additional folder called ‘App Menus’, this will be the location for Occupant App Menu. The Occupant App
Menu can be used to configure RP-C Controllers. The main purpose is to define logical rooms or spaces that
building occupants can control using the EcoStruxure Building Engage mobile application.

4 % 1P Network The principle use of the Occupant App Menu is to expose a standard
4 [=yRoom 1 set of references to the system variables and settings that represent
[ system light, blind, and HVAC functions. These references are bound to the
Q Application specific control application settings that enable the viewing and
[#5) Diagnostic Files setting of the comfort settings for the room.
« g 10 Resources
4 [ App Menus

3.3 WebStation
3.3.1 Support for Dark mode

In addition to the light colour scheme from previous versions, WebStation now also offers a color
scheme that is adapted to the Dark Mode that many popular operating systems has implemented
recently. Dark mode is said to be more ergonomic and may save battery time and energy on some
screen types.

By default (Auto), WebStation attempts to detect the mode that has been selected in the operating
system. In addition, users can select mode though the Change user settings - > Theme Settings ->
Dark Mode property in the user menu.
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3.3.2 Decreased font and icon size on laptop and desktop screens

Font and icon sizes are optimized with the goal to make room for more information on one screen
on laptop/desktop type displays.

By default (Auto), WebStation attempts to detect the screen size and use the best Font and icon
size. In addition, users can select mode though the Change user settings - > Theme Settings -> Size
Mode property in the user menu.

3.3.3 User settings for decimals and timestamps

Users can now select number of decimals to show for analog values. Also, users can now select
how timestamps should be shown; relative or absolute.

Users can select settings though the Change user settings - > Regional Settings tab in the user
menu.

3.3.4 Support for default user preferences

Administrators with the policy “Web configuration”, can now define system-wide default settings

for:

Language

Date, time and number format
System of measurement
Decimal positions

Relative Time

Dark Mode

Size Mode

The default settings can be edited via the Default system settings dialog in the user menu in
WebStation. The settings are also available on the User Interface Settings in the System folder. The
settings are using Lead/Shadow synchronization between servers so in a multi-server system, the
settings are edited on the top server.

3.3.5 Support for system-wide setting for menu/toolbar header colour

The colour of the header can now be edited by administrators with the Web configuration policy
enabled, so that WebStation can adapt end-user organizations’ graphical profile. The Accent colour
setting is available in The Default system setting dialog and the User Interface Settings properties.
“null” reverts to the default Schneider Electric green.

3.3.6 Improved detection of regional settings/locale

The automatic detection of regional settings is improved to no longer require the appropriate
language pack to be installed. In addition, if US English is detected/selected and Measurement
system is set to Auto, then the measurement system that is going to be used is “US Customary
Units”, otherwise International System of Units will be used.

3.3.7 Support for manual trend log value entry

Users with the appropriate permissions can now add values to trend logs manually. This is
beneficial in cases power meters that are not connected are used, but users want to use Building
Operation to visualize energy usage. The feature is available in trend log lists.
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3.3.8 Support for meter replacement

Meter changes can now be managed though the Show meter changes in Log Lists.

3.3.9 Support for displaying enumeration value texts in charts and lists

When logging a built-in multi-state type that has text labels for the values, charts and lists can now
display the relevant text.

3.3.10 Improved search performance

Search operations started from the search icon in the header, now starts searching on the location
that is open in the main display area of WebStation, resulting in much fast searches due to the
smaller search scope. Search scope can be expanded clicking or tapping the “Search whole server”
button.

3.3.11 Quick toggle of log event indicators.

Event indicators in trend charts and lists can now quickly be turned off and on using the Show
events button in the toolbar.

3.3.12 Preview of alarm/event statistics dashboard widgets

Users with the policy “Web configuration” enabled, have access to preview of new dashboard
widgets for alarm and event statistics. This functionality is, like other preview functionality that is
available through the Preview features dialog in the user menu, not ready yet, not tested, not
supported and not documented. Product development is welcoming feedback on the functionality
so that we can make the right prioritization when completing this functionality.

3.4 EBO Licensing
3.4.1 System wide licenses — Inherited licenses

In order to allow a feature to be applied in a site wide fashion, a new license concept is introduced
in version 3.1 of EBO. It’s called “Inherited license”.

Inherited licenses are used in multi-server systems. If you activate the feature license on the
Enterprise Server, all attached SmartX servers will be allowed to use the feature.

For example, if you want to use SNMP notifications on some of your SmartX servers that are
attached to an Enterprise Server, you only have to activate the SNMP Notification feature license
on your Enterprise Server, which allows all SmartX servers to use the feature.

3.4.2 No license required for WebStation connecting to SmartX servers

EBO 3.1 builds in the removal of any need to activate a Client feature license on SmartX servers to
be able to connect WebStation to a SmartX server and log in. Where 3.0.4 and 3.0.3 with hot fix
accomplished the same functionality, they did so by stating that 99 clients were available. In
version 3.1.1 there is simply no checking for Client feature licensing, and there is no claim for any
specific number of clients.
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3.5 Device Administrator enhancements
3.5.1 Upgrade preview support for Enterprise Central

Device Administrator now supports adding both Enterprise Server and Enterprise Central to the
server list. You can connect to Enterprise Central and Enterprise Server if Device Administrator is
launched on the same PC as the server. You can now do a preview (“dry run”) of both an Enterprise
Central upgrade and an Enterprise Server upgrade.

Add Server

EBO server type: | AutomationServer ¥

Server address: | AutomationServer

FnternriseServer

User name: EnterpriseCentral l

3.5.2 Console button always enabled

The Console window is a tool engineers use frequently and is therefore always enabled in EBO
3.1.1, and later versions, of the Device Administrator.

3.5.3 Product List sorting
List sorting has been added to all columns in Product list.
3.5.4 Better feedback and validation of Empty password

The user input validation is enhanced. An empty password cannot longer be saved when creating
or editing a server connection. Empty passwords can be set in Workstation and used for logon, but
it will not work in Device Administrator due to SSH protocol not supporting it.

3.6 WorkStation general improvements

The header in WorkStation is now compressed and more space efficient. It is also possible to copy
read-only properties in the property grid.
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3.6.1 Possible to save display name on host log on address

You can save a display name for your server IP address. It is only possible to set display name after
a successful log on to the IP address, i.e. so that it is a valid address. It is also possible to export and
share your list with your colleagues.

Domain
@ HTTPS () HTTP
localhost:4018 v I
AS1 =
10.142.0.98 HTTPS
A52 o
10.142.0.99 HTTPS
AS 3
10.142.0.100 HTTPS
A5 4
10.142.0.101 HTTPS
10.142 0 69-4039 HTTPS
localhost:4019 HTTPS

localhost:7019

3.6.2 Database mode
If you have set WorkStation in database mode and log out, you will be reminded with a yellow
banner next time you log on. You can hide it, but next time you log on, it will appear again.

[ Server 1 - localhost - Building Operation WorkStation (3.1.0.263) - o X

EcoPtruaure

Building Operation B~ #+-& 88 °? BQ Gt Sever? 4 aamin - Schneider

Database mode

€ > senerir

System Tree -8 x| Server x -

Date & Time Communication Properties
List View Control Panel Device Discovery
T e 8| | uckrrer
Name Description <
{3 system P

B3 Sonvers H

3.6.3 Search not stopping at 5000 results

The limitation of maximum 5000 results in a search query is removed. You can still cancel your
search.

3.6.4 New columns in Restore dialog

Server version and Server type is now displayed in the Restore dialog,
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3.6.5 Menu in menu

This release includes the first phase of the Menu in Menu implementation. It is possible to
configure a menu in a menu, however with this release the displaying of menus is unreliable,
consequently it is not recommended to use this feature. The feature will be fully operational in EBO
v3.2.

Building =

Quick filter
4 Eﬂuilding
F F'E_]F\DDM
=
==Floor plan
4 [&]|Floor 2
=
==Floor plan
4 [&]Floor 3

== Fl I
joor plan

3.6.6 Trend and Alarms

Possible to navigate to trend objects from alarm record
Right click on an alarm record and you can navigate to any trend associated with the same
monitored variable.

| Lonwarks Binding Profits : EpaCiepua et r X
[ Modules Configuration Settings
[Canics Change control

[ Notification Files

[FPorts Generate alarm after failed
1}, Progress Manager -

Disable alarm
Tenas
Recheck hd i

B Hide alarm
eport Manager

[ | Semantics

[ smartorivers
[o7asks

[ Time settings

[ Upgrade History

L Archive Settings

@3 Bindings Bisgnostics
%) Security Manager

€3 Server Communication

Disable state-change logaing

Self-assign

£
@
=3
8
<)
@

Assign

& add comment
B SystemControlPanel
User interface Seftings £h) Add cause note
jSenvers Path

Add action note
[ Trendsalarms ~
& Analog Value

|® Analog Value Interval Trendlog | [ | ' Tum offvisual and audible alert Cancel
[\ Analog Value Out of Range Alarm
= Anaiog value Trend Log List Ll
1 Analog Value M| =9 Goto alarm object
=9 Goto source object
|=>  Goto trends..
& B s O & =5 Y g | auickriter ew R
Count  Priority  Triggered time v Source name Source. B Alarm View settings » Acknowledged by | Ci
1k
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3.6.7 Copy selected properties

If you have changed properties on one object instance and would like to copy the values to other
instances, you (multi) select the object(s) and choose Advanced->Copy properties from and then
select your source. In the dialog choose the values you want to copy.

3.6.8 Drag & Drop Dali Lights to a group

Ligth module, DAL with power x
List View Light Discovery Properties

@ by {\3- @ Quick filter

#| oi1 Di

#|| oi2 Di
¥ ois Digital
#|| ois Digits! input termine|

3.6.9 Custom type: Multi-select and exclude/include objects in a Custom type

Before you had to exclude/include objects one by one, but now you can do multiselect and exclude
or include all of them.

3.6.10 Bindings in WorkStation: Copy path and Copy all paths for outbound
bindings

The outbound bindings in the binding view can now be copied by right-click in their grey area in the
binding view. You can copy the one that you are pointing on or all of them.

3.6.11 Added possibility to support long file names in Workstation

Sometimes you cannot import a file to Workstation due to that the path is too long. We
have added a possibility to support long file names in Workstation (longer than 260
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[ Release Notes ] EcoStruxure™ Building Operation v3.1.1

characters) if you are running on Windows 10. If this is the case the domain administrator
can enable long paths by configuring “Enable Win32 long paths” in Local Group Policy
editor in Windows.

3.7 Security, Alarm and Event

3.7.1 Generate an alarm after a number of failed logon attempts

Configured on the domain object in the policy tab, it is possible to configure after how many failed
logon attempt before an alarm is generated. The default value is 9.

3.7.2 Event view: Unit for Value before and Value after

The unit is now displayed for value changes in the event view. It is visible both in WorkStation and WebStation.

rname Description System eventID Priority Triggered fime Value before Value after Signature Signature Com...  Contains signature inform
n Object Cre_ Object created Mo
n Property changed 1.00°C 0.50°C No
n Property changad No
n User logged on Mo

100 2015-11-06 1:12:38 PM

3.7.3 New Password reset functionality

The EBO server password reset function has been tightened in order to increase cyber security.
The majority of changes are internally, not exposed to the user and has to do with how the session
id is computed and how the temporary password is validated.

The basic workflow is the same as versions before 3.1 with one addition;
In order to reset the password for a server you are now required to have physical access to the
server in question, this is done by putting the server in a password reset mode.

This command is done via the Device Administrator for physical servers.
. For a Smart-X server you need to connect with a USB cable.
. For an Enterprise Server or an Enterprise Central you need to add the server as localhost in the Device Administrator.
For this, Windows Administrator rights are required on the PC.

For virtual servers the command is done via the PCT tool for servers of a version that are >= 3.1

Consult the web help for more detailed information.

3.8 Change Control

The feature Change control is used to ensure that a comment and additional authentication is
done. The main driver for this is to meet the standard 21 CFR Part 11. The feature does not replace
the software permissions system so objects must be protected for changes, edit, deletion and
commands in the same way as before.

The Change control preview in v 3.1 allows preliminary viewing of the first step toward the 21 CFR
Part 11 compliance pack. The preview is available when using the demonstration license and
presents the methods that will be used for the single electronic signature implementation.
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3.8.1 Configuration

In EBO 3.1 only one comment and one signature are supported. All individual objects which shall
require comment and signature for changes must be configured for this. Search and multi select is
supported. The configuration is available using context menu:

L5t s . -
& Aoptiet — N Lower limit 0 =
B P Netwo Edit permissions... Deadband 0 =
LonWorks Int e . - =
.:E LonWork Edit bindings Ctrl+B Monitored variable (*C) ../Analog Value_2/Value
4 d@loca) &) Export.. Disable alarm |
4 [N
) Copy properties from... I
| & Refresn Fs Change Control * Disable
-
0 - -
y %ﬁm ﬁ?‘ Cut Ctrl=X Alarm delay (s) | v Require comment and signature |
B 5 Copy Ctri+C Reset delay (s) 0 =
=

After configuration of individual objects, a global switch must be set.

€ - >- Server 1 ® System » Change Control »
System Tree ~ B x Change Control x

Y | Basic | semantics | References
[ Modules General Information
ﬁMC_S o Object flags
[ Motification Files .
|=__|Pbrf3 Lead Object Nut
fr;l_.Png]’ESS Manager Configuration Setting:
Report Manager gurzon
[ semantics Change control [Enabled. - ]
[ SmartDrivers Generate alarm afterTal
[ Tasks
[ Time Settings

["] Upgrade History
k. Archive Seftings
9 Bindings Disgnostics

(% security Manager
ffj Server Communication
¥ systemControlPanel

3.8.2 Permissions for Require or Disable comment and signature

In order to set “Require comment and signature” or disable it, the user must have Edit permission
to the object.
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3.8.3 Operation

Configuration changes and property changes will then require comment and signature. For alarms

and trend, commands like acknowledge and edit trend etc. also require comment and signature.

e

1
E General Information

4 [ Users
. admin Status Information
. SystemReportsService
. we (el
ffj Unit Conversion Exceptions
[ EcoStruxure Web Services
?
[ Extended Permizsions a Change Control : x
[ External Log Storage Comment
Firmware
& My comment
[ Hardware

[ Interface Manager
Eij LicenselManager
|8 LonWorks Binding Profile
[ Modules

Fanics

[ Notification Files
[ Ports

ﬂ Progress Manager
Report Manager
I__| Semantics

[ SmartDrivers

|=_] Tasks

[ Time Settings

[T Upgrade History

l_i. Archive Settings
=

Users

Signature

User name: |MyDomain\johndoe |

Password: [esssssssensl

oK || Cancel |

Any user used for signature must be configured with First/Last name. Windows AD domains is also
supported. If user isn’t part of the default domain, the domain must be typed before the user

name.

Note:

There is no relation between points and alarm/trend. If an alarm requires signature and the point
doesn’t, then it is possible to delete the point without signature. In order to protect the point,
software permissions should be used to restrict unwanted operations. Signature could also be
required on the point, e.g. if it is a setpoint.

3.8.4 Search

It is possible to search for all objects which requires signature from the Control Panel.

List View Control Panel || Device Discovery || Date & Time || Communication || Properties |
....... : P
I - Checklists
Decoration
Styling Security and Communication
Security settings
Certificates
Z Backup and Archiving Password policy
Backup rules Connect agent settings
Backup sets Document policy
Backup and restore manager Cloud Connectivity
|| Archiving Search Change control
ﬁAQ BACnet SmartX IP Controllers
| net Interface manager Firmware upgrade view
WorkPlace tech editor Firmware file management
(QJ Bindings (()\ User Management
lz‘ Binding templates Domains
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3.8.5 Event

Three new columns will populate information for historical storage:

1. Signature, including full name, user name and domain.
2. Signature comment.
3. Contains signature (Boolean).

ents -1
0 V * M ® = || Quick filter

Timestamp Source name Source User name Description System event ID  Priority Triggere...  Signature Signature Com...  Gonta... |~
Change Value Event Record 2013-11-06 5:12:44 AM Analog Value /Server 1/Analog Valu_. admin Property changed John K Doe {(MyDomain‘johndoe)  MyComment Yes
System Event Record 2015-11-06 8:55:55 AM Groups:User Account Group: /Server 1/System/Dom_ admin Object Created Object created No
Change Value Event Record 2019-11-06 8:55:44 AM johndoe /Server 1/System/Dom_. admin Property changed Mo
System Event Recond 2015-11-06 8:55:44 AM User Account Group /Server 1/System/Dom_. admin Object Created Object created No
System Event Record 2015-11-06 8:55:32 AM johndoe /Server 1/System/Dom_. admin Object Created Object created No -

L3

esult: 11/6/2019 8:24:17 AM to 11/6/2019 %:12:44 AM Showing: 24

An alarm will be generated after repeatedly failing signature attempts. The default value is 5.

3.9 Sub device reference scope

There is a new reference scope called sub device scope. When this is applied it means that it is only
allowed to bind within the sub device’s scope. A validation of this scope is added. This validation is
performed when doing a binding to the Members property in a DALI Light Group.
Browsing/dropping a new member to this property means that a validation is made that ensures
that referenced object is, apart from the right type, located within the same sub device as the DALI
Light Group/property owner.

3.10 Graphics Editor

3.10.1 Categories: “Select All’ and “Clear All’ buttons for Components and
Snippets

Now you can do Select All and Clear All in the Categories dialog.
3.10.2 Add previous libraries

This is added so that is should be easier to find libraries that you had before, for example after an
upgrade of the software.

3.10.3 A quick filter for components and snippets

A quick filter has been added in these panes to make it faster to find what you are looking for. It
will also help when the component pane has so many categories so that the space is too small to
open a category in the pane.

3.10.4 Updated Graphic Components and Snippets
Graphic updates:
e Components:

o Autohide Alarm boxes did not hide or not have a text colour when in alarm —
Attribute added to components in library
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= Changes to Alarm Components (A4091-A4095, A4051-A4055) Version up to
V.190101
=  Addition of text colour, to allow alarm to display (default #F0080E)
o Analogue text boxes to have a fill colour behind the text object.
= Changes to Analogue Text Box Components (A4001-A4006, A4011-A4016,
A4101-A4106, A4121-A4126)
= Addition of textbox fill colour, to ignore the default autohide alarm text
colour
e Snhippets:
o DigitalValue snippets (6 in total) now have onValue assigned to them (allows for
digital bind values to be checked against a commas separated set of values)
= Changes to Digital Bind Snippets to incorporate Bind onValue. (default
1,on,active,true,open,100)
= Values included in change
e BACnet MSTP Digital Input Point V3
e BACnet MSTP Digital Output Point V3
e BACnet MSTP Digital Value V3
e EcoStruxure Digital Input Point V3
e  EcoStruxure Digital Output Point V3
e  EcoStruxure Digital Value V3
e Scripts: (users should not need to replace existing components if the errors are
encountered. Any graphics using the new release of these components will also work as
normal.)
o Analogue dampers would completely rotate at the same time as the blades if the
user had added a rotate object to the component
= Changes to Global Script AO14 _setAnalogueDamper.
= Fix to ignore any rotation added to the damper by the user. Only acts upon
the rotation within the component. Any additional rotate command added
to the component (at root level of component) is ignored.
o Batteries/Coils have been modified in script to allow digital binds to set their
status. No change to the components.
=  Changes to Global Script AO07 _setcoilDisplay.
=  Fix to incorporate digital binds as per documentation. Bind value will be
treated as an analogue value if a number is received and will be treated as
digital if received value is not a number. ScaleTop attribute is used to
match value. User should check if digital value is expected but script
receives a number that the ScaleTop is changed to reflect value.
o Alarm boxes autohide functionality
= Changes to Global Script A0O12 _setText
=  Fix to incorporate autohide functionality of alarm boxes.
o Analogue text boxes text colour
= Changes to Global Script A0O12 _setText
= Fix to analogue text boxes to ignore the functionality of text colour on auto
hide alarm boxes.
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3.11 Multi-version system

With the release of EBO 3.1 the possibility to have a multi-version system has become available, so
you can now have a system with 3.0 AS and 3.1 ES. Note that we recommend the use of EBO 3.0.4
for this in order to achieve predictable results.

Multi-version system engineering limitations:

e |tis not possible to copy and paste between servers of version 3.0 and 3.1

e Custom type versions created in a 3.1 server cannot be checked out in a 3.0.4 server.
Please note that the error message from the 3.0.4 server is misleading, wrong text is shown
in the error dialog when a user fails to check out a custom type instance in a 3.0.4 server
when the custom type version is created in a newer version. The message shown is “Error
dialog Object has wrong type or version at retype. Invalid Operation”. We are not able to
change this message.

e |tis not possible to navigate using WebStation and/or EWS from a 3.1 ES/EC to a child
Building Operation Server on versions below 3.0.

3.12 SDK
3.12.1 Added functionality

e Enumerations have been updated.
e The IScript interface has been updated to include the new MPx Script Event Program.

3.13 MNB Revert to WorkPlace Tech Application Value

A Revert to application value command is added to MNB BACnet objects. The command reverts
values of MNB BACnet objects set in WorkStation back to default values from the WorkPlace Tech
Editor application. After reverting an application value, you must download the application to
apply the change to the controller.

A BACnet object's Value, COV increment, and Relinquish default properties are reverted together,
as a group. ltis not possible to revert just one of these properties if any of the others exist in the
selected BACnet object. See topics MNB BACnet Objects and Reverting to the Application Value for
MNB BACnet Objects in WebHelp for details.

3.14 Support for Microsoft Windows Server 2019

This release supports the following Windows Server 2019 editions.
- Windows Server 2019 Standard
- Windows Server 2019 Datacenter

Windows Server 2019 install options:
- Desktop experience

Note: The following Windows Server 2019 install options are not required for this feature
- Nano
- Core

Windows Server 2019 is supported on the following Building Operation products:
- WorkStation including Editors
- Language Packs

Schneider Electric
Boston ONE Campus, 800 Federal Street, Andover, MA 01810 Telephone +1 978-794-0800 www.schneider-electric.com
RN_EBO_v3.1.1 Rev B-— January 2020 Page 21 of 56 Company Confidential

© 2020 Schneider Electric, all rights reserved



[ Release Notes ] EcoStruxure™ Building Operation v3.1.1

- Enterprise Server

- Report Server

- Enterprise Central

- Device Administrator
- License Administrator
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4. Defects Fixed in EcoStruxure Building Operation v3.1.1
Release
4.1 Field reported defects

These tables list all field reported defects fixed in 3.1.1
Alarms Defect PSS

Summary ID Ticket ID

Alarms and Events are not shown as expected when accessed by domain user 40594 | 52954629

using WebStation

Workstation AS-P: Alarms integrity check does not remove invalid alarms 41142 | 55729096

Alarm shunting is not working as expected in SBO. 41810 | 57730555,
65001804

Hebrew Alarm texts in Alarm View is shown differently from Alarm texts 42185 | 60619915

configured (left to right instead of right to left)

Unable Drag/ Drop from Alarms or Events into the Quick filter. 42255 | 61644216

Sum alarm stops working if folder containing the sum alarm is moved 42992 | 64338399

Backup & Restore, Import & Export PSS

Summary Ticket ID

Documentation: Login to workstation fails after restoring ES backup due to port 31381 | 50507131
conflict

BACnet Defect PSS

Summary ID Ticket ID

Documentation - BACnet Enable polling forced status is only documented in the | 43275 | 65106628
3.0 Release notes, not WebHelp or manuals

Delta is not honored within BACnet trend log 43303 [ 65090015
BACnet Digital Input, Digital Value Alarm value configured as Inactive will 42199 | 61115695,
display as Active after restart of server 61858812
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Continuum Integration Defect PSS Ticket

Summary ID ID
AS-P configured with 2 Infinet networks, all devices go offline until AS-P is re- 37953 [ 47422951,
booted 48745486 ,
50322532,
52169103,
53113451,
50173179,
54112579,
98,
59326835
Can change an Infinet digital input value without disabling it 40379 | 55681800,
53747077
Unable to refresh Infinity point residing in the Application folder under the 42200 | 59694455,
Infinet interface of AS-P 62063096
Infinet i2 devices are unable to backup to flash during runtime 42374 | 99
EMX170 buttons are not available in EBO to program 42478 | 57138708
B3 Natification does not route Event Notifications when Configured with IP 42474 | 62278319
address under EBO
Device Administrator Defect PSS
Summary ID Ticket ID

Device Administrator: A server that is not using the standard HTTPS port (443) 42090 | 99
can be added to the server list and certificate transferred without any errors
Device Administrator does not respect admin user is set to PW never expires = 42272 | 61821969
True
Device administrator gives “failed to change settings on server. SSH error: could | 43007 | 62177476
not get response” error but change is still completed
Hotfix file reported as bad and will not load into DA (works fine in another PC) 42083 | 61480538
Device Administrator - Certificate validation fails as there are 2 Schneider Server | 42504 | 99

root certificates
Device Administrator is using an old version of embedded Putty (0.60) 42458 | 62618774

eCommissioning tool Defect

Summary Ticket ID

eCT iOS: Application shuts down when doing network discovery using Wi-Fion [ 42535 | 62517687,
second AS-P Ethernet port 62866392,
63157999,
63627173
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Function Block Programs/Menta Defect PSS
Summary ID Ticket ID
FB application will not save 35882 [ 42976069
Menta Editor: Error message trying to save Xenta 401 application - Vista 41861 | 58827342
conversion
MPX - When FBP block has parameters set as variables/public the retain Level | 42002 | 59690894,
is locked at Warm start, not Cold start as an EBO Server 61844353,
64931527,
65086953
Backup box greyed out in Function Block Program for MP-X 42069 | 60080632
WebHelp text for PIDA blick in FBP is incorrect 42719 | 63539797

Graphics Defect PSS Ticket

Summary ID ID

Not possible to maximize TGML editor after it is minimized. 34924 | 40703105
Preserve TGML editor Libraries and Categories settings upon update 40500 | 55809003
Red cross in graphics when opened in WebStation 41731 | 58580675,
54126752,
55909043,
53285970,
58753380,
60754283
Custom type graphic loses bindings when saving changes in Graphics Editor 41814 | 58740009
Graphic not working in WebStation when accessed via the ES server after 41818 | 58912300
upgrading to v3.0.1
WebStation fails to process multiple set setValue() commands in a single 41932 | 59151081
TGML script function

Inactive alarm components in converted Vista ogc graphics shows black lines 42043 | 59383631
in EBO WebStation
Graphic Editor: Save failed. Duplicate bind/link/expose names cannot be used | 42286 | 61718645
WebStation: Link unresponsive in graphic opened in a floating window from a 42482 | 62368703
panel

In TGML script, the function getValue() does not adhere to regional settings 42521 | 63016118
Graphics in v3.0 is not showing the right Date format for English UK locale 42522 | 62707799
Take long time to open properties on graphic in WebStation 42609 | 63331311,

63555988
Arc in graphic missing from WebStation 42845 | 63234790
Graphic causing Workstation client to crash 43253 | 65131288

Installation Defect PSS

Summary ID Ticket ID

ES hotfix installer: iOThubAgent.dll,orion_proxy_lib.dll and zigbeeplugin.dll not 42092 | 99
part of hotfix include file list
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I/A Integration (MNL, MNB, NW8K) Defect PSS
Summary ID Ticket ID
MNB-1000 application fails to download after a programming change with 39235 | 51484474,
service request denied error 54649414
Unable to Revert to WorkPlaceTech Application Value with MNB Controllers 41112 | 54863668
Unable to set multiple values in Priority Array after an application download 41578 | 52714794
MNL Device SNVT folder list view does not display data 41052 | O
Network 8000 OSS block is not calculating a new start time when it fails to meet | 39951 | 50097004
space setpoint
N8K OSS object does not properly update last start and last stop times 42284 | 61624983
N8K OSS object status enters an "abnormal input" condition when the 42388 | 62022407
associated schedule's time to next transition is at maximum value
AS-P station crashes and fails to start upon restart (power cycle, upgrade, etc.) 43504 | 1624983
if any N8K GCM object is in a force condition
EBO WorkplaceTech Editor Visio application drawings do not match the 42312 | 61119460,
applications in the AS-P 61207751,
60817189,
58816998,
65053234
MNB timed force object cannot be toggled in WebStation when the input value is | 43030 | 64072834
null.
Network 8000 alarms do not allow a right click to navigate to the alarm object or | 42213 | 61261398,
source object from the alarm viewer 62065596
Workstation Workplace Tech Editor does not open a after an upgrade to 3.0.1 42351 | 62112176,
63343817
IP Controllers (also in IP Controller release note) Defect PSS
Summary ID Ticket ID
RPC- problem with Relinquish on fault condition 42288 | 61651800
CRS: Bottom Up Deploy of an RP-C is not creating the Link to the Custom Type | 42304 | 62349248
in the DB and objects are not present.
I/NET Integration Defect PSS
Summary ID Ticket ID
After upgrading from SBO 1.8 to 1.9, a ContractViolation occurs in the 39244 | 51373846
INetPlugin and the AS-P crashes.
INET UPD update error in AS-P 41503 | 58068435
I/NET: Controller Time Synchronization setting issue 42153 | 60332623
"Failed to Upload" error occurring on INET 779x controllers in 3.0.1. 42205 | 59290075
EBO: INET Event Definition not available in EBO. 42700 | 62458935
INET: DDC Module Offset decimal values are not supported 42802 | 63601905
INET: INET Time Schedules changes in SBO/EBO will trigger a download flag 42803 | 63601905
on the DCU
INET Indirect Points do not function correctly in EBO/SBO 42890 | 63627455
INET: An INET Temporary Time Schedules does not reflect correct status when | 43085 | 64039232,
viewed through EBO 62458935
INET: Attempting controller uploads shows no updates within Background 43239 | 62458935
Status property. Continuous uploads eventually causes server to crash
INET: Binding template not finding all binds correctly 43350 | 65060997
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LonWorks/Xenta Defect PSS

Summary ID Ticket ID

Value updates in graphics are very slow compared to TAC Vista when a graphic | 36416 | 42642900,

is opened. 53821202

WebHelp: Rebuild LonWorks Bindings 41172 | 57509600

Can’t run LNS with LNS Plugins 41862 | 59031941,
98

TAC Vista using LNS with TAC Group 255 fail conversion to EBO 41926 | 58766805

Using a TAC Xenta 452A as /O, it is not possible to set 0% => 10 V, 100% =>0 | 42068 | 59881203

V.

Create Lon variables from Excel sheet. 43028 | 64596275

No red cross in graphic bound to Lon value if the value is in forced state before 42980 | na

the Lon device goes offline

Note, the fix is also related to Xenta public signals showing invalid when a

graphic is opened

Outgoing Lon packages in the trace log does not list the subnet/nod address 42445 |0

correctly

MicroNet Integration Defect PSS

Summary ID Ticket ID

ES crashed in MicroNet during shutdown 39936 | 98

Selecting a MicroNet Schedule object in WebStation causes an error to be 41632 | 99

displayed (Cannot read property of 'value' undefined).

Modbus Defect PSS

Summary ID Ticket ID

Modbus Non-Contiguous read documentation 41220 | 56928955

When writing multiple coils to an AS-P acting as Modbus TCP Server, the AS-P | 41871 | 58958071

interprets all the coils as the first coll

Modbus devices going offline after upgrading from v2.0.3 to v2.0.4.83 42725 | 60815501

Modbus - if the Device Poll Interval is set to inhibit, the Modbus Objects never 42790 | O

get polled again following an offline event
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Servers (AS, AS-P, AS-B, ES) Defect PSS

Summary ID Ticket ID

AS-P crashed while executing Modbus AsyncRequestList::Find 39369 | 98,
60054855

AS-P crashed when selecting a socket 39619 | 98

ES crashed due to CHECK(thisServerName == oldName) 40989 | 98

AS-P crashes immediately after being attached to ES 42247 | 61036613,
65488246

AS-P on v2.0.3.45 crashed during shutdown 41178 | 55552750,
98

AS-P restarted (Warm Start) when saving a Script program in RPC 41458 | 99

Disabling of protocols (e.g. tlsvl,tisvl_1) no longer works in 3.0.2 42230 | 61462513

ES crashed in application scheduler 37095 | 98

AS-P crashed when updating NW8000 in process timestamp (CDA) 40297 | 98

AS crashed when reading Continuum trend log 40280 | 98

AS crashed in I/Net during shutdown of the server 40359 | 98

ES crashed when removing the last handle in I/Net 41117 | 98

Script Program Defect PSS

Summary ID Ticket ID
64707526

Script - subtraction of one datetime from another is not working correctly from v3 | 43080

Sigma Integration Defect PSS

Summary ID Ticket ID

Sigma - Log archive data import - when a logged object has more than 100000 41307 | 57703210
logged values it fails to import

Setting "Fixed value" of a Sigma point, does not work in WebStation 41978 | 59378065
Upgrade / Runtime Compatibility Defect PSS
Summary ID Ticket ID

Cannot log on with WorkStation / WebStation after ES Upgrade to 2.03: Error: 41791 | 58704327
Service is not supported
Can't change values in Runtime Compatibility Mode 43150 | 64863335
Runtime Compatibility - Offline Alarm detection starts following an upgrade even | 42170 | 59673018
with no comms required between controllers

WebReports Defect PSS
Summary ID Ticket ID
WebReports: Data on some log sources stop collecting and stop updating 43258 | 64679469

Report Server
Report Server cannot process Extended Trend Logs where the object name has | 41808 | 58553388
double byte chars in SQL.
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WebServices Defect PSS
Summary ID Ticket ID
Script Web services not populating service and endpoint 39933 [ 54242333
EBO incorrectly interprets/displays EWS Alarms “Source Name” 43304 | 64605361,
65225987
WebStation Defect PSS
Summary ID Ticket ID

WebStation: Trend logs with calculation method set to Average not showing all 42201 | 61020137
data in WebStation
Documentation - Defect #42083 contains a workaround that requires 43224 | 61480538
documentation in Web Help
Documentation: WebHelp - Security Settings page needs an update to include 42131 | 99
information on new setting "Enable WebStation to use unsafe string evaluated
JavaScript methods like 'eval'

In panel, with graphic on top, alarm in the bottom, alarm view are not visible in 42133 | 59977062,
WebStation 61195875
Can't open trend chart in WebStation through graphic panel navigation. 42457 | 61076830
MP-X Digital Values does not display State String in WebStation under an ES 42668 | 61566940,
63384109,
61490545

WebStation locked (greyed out) after attempting to change a property where the | 41879 | 59009025
user does not have permission (which results in 'Authorization error' message)

EBO 2.0 WebStation Trend Chart browser print problem 39418 [ 52509679,
52039603,
52509679
WebStation mobile device: Alarm view too small when opened in floating 43012 | 64292206

window from a panel

WorkStation (External Log Storage / Log Storage) Defect PSS

Summary Ticket ID

External Log Storage logs cannot be seen in the system tree if the server or 42553 | 63283251
folder name contains special characters.

WorkStation (Spreadsheet) PSS

Summary Ticket ID

The unit is lost when copy/paste a Modbus point in Spreadsheet view. 31357 | 27853163,
49022883
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WorkStation (Schedules) Defect PSS

Summary ID Ticket ID

Schedule that starts at 00:01, 00:02, 00:03 and 00:04 will show a grey schedule | 36507 | 44395785

with the message 'Unable to display events To view or change, go to Text view

on the Advanced tab." on the Basic tab

2.0.3.x Can't create new Schedule Event in Schedule Object without Create 41882 | 59103310

permission

Schedule Date Range Exception displaying incorrectly in WebStation when 41923 | 59221424,

exception is set as ‘Any year’ 59711428

Report Server v3.0.1: Report schedule start date cannot be in the past 42104 | 60084037

WorkStation (Import/Export) Defect PSS

Summary ID Ticket ID

B3: Object Import Failure 42350 | 62063959,
62649689,
63016757

ES Crash in XML Parser 43367 | 98

WorkStation (Search) Defect

Summary Ticket ID

Description @(DESCR) missing in Variable Triggered Notification including 39467 | 52669600

Search report data when value is in FBP in AS

Documentation of the Multi-edit of the retain level is not available in EBO 3.0 43064 | 64458711

Schneider Electric
Boston ONE Campus, 800 Federal Street, Andover, MA 01810 Telephone +1 978-794-0800 www.schneider-electric.com
RN_EBO_v3.1.1 Rev B-— January 2020 Page 30 of 56 Company Confidential

© 2020 Schneider Electric, all rights reserved



[ Release Notes ] EcoStruxure™ Building Operation v3.1.1

WorkStation Defect PSS

Summary ID Ticket ID

Workstation crashed when scrolling in bindings diagnostics at the same time as | 38102 | 98

some references were synced and removed from list

AS Binding Templates shown when connected to ES 38982 | 50989516

Workstation crashes when saving an updated binding in Binding Diagnostics 40388 | 98

Workstation crashing - unknown cause 41205 | 56999178

Wrong Timestamp for Notification file in EBO 41456 | 57932671

Content Type: Requires a refresh to display the ‘saved content type' column sort | 41650 | 99

order

Workstation crashed with DataGridinternalException. 41687 | 98

Event view don't shown values in US customary Units. 41971 | 59513201

EBO 3.0.1 WorkStation spec sheet errors on .Net requirement 42073 | 60107633

Workstation Crash while navigating in the panel object 39872 | 98

Workstation - Do not see options such as Size,Move, Minimize, Maximize when | 41043 | 99

the user clicks on the title bar of the floating window

Searching in the Code tab of a RPC script program causes the workstation to 40550 | 99

exception

Locking path of binding point does not work 42192 | 60993346

Quick filter in binding dialog does not work if Hide bound or Hide unbound is 42253 | 61555543

chosen.

Folder rename - renamed folder is not updated in string variable when bounded | 39381 [ 52147440,

with /Name 61274905

Workstation freezes after upgrading from v1.9.3.24 to v2.0.3.45 41661 | 58098500,
58556274

Can open editor and edit (not save) without having Edit permissions 37952 | 63815002

WorkStation Crashes - When Ctrl "A" or Shift Multi-Select in BACnet Device 41706 | 58140734

Discovery view

WS crashes on BACnet association 42556 | 63258608

Workstation crashes when trying to view graphic with large amount of string 41676 | 58208965

data

Workstation Crash : Argument Exception - Parameter value not valid 40148 | 98
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5. Known Defects in EcoStruxure Building Operation
Release v3.1.1

The table below lists known defects that are in this release. Those marked with an * after the
Functionality are new with this release.
For IP Controller related defects please refer to the IP Controller release note 3.01.01.

Functionality Description Workaround/Solution

Backup: Can't retrieve backup

28490 Backup/ from ES/AS via WorkStation port | na
Restore
80 (only 8kb large)
The path simply cannot be edited,
25694 Backup/ On ES, Back up sets path, should oven if looks like it can
Restore be greyed out.
Ignore the status flags and trust the
Wrong value on Xenta Status flags | object overlay. A Xenta field device
26374 Backup/ after a device is duplicated using | should always be updated and
Restore Restore from a backup set commissioned when it is assigned to

a new serve

WorkStation offers the choice to
create BACnet objects in the
MP/RP/IP-IO IP Field Controllers that
are not appropriate for the given
terminal type of the controller. For

. . instance, the user may be offered a
WorkStation offers choice to

create "variations” of BAChet choice to create a Digital Pulsed
41493 |BACnet Output when no appropriate terminal

objects not intended for the target | .

. is present on the controller. Although
device model .

the presence of BACnet points that

cannot be associated with a valid
terminal presents no operational
problem, users are advised to delete
objects of these type if they
mistakenly create them.
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Functionality

Description

Performing a BACnet Device
Discovery can cause the Trace Log
to contain messages that may lead
customers to believe an
operational problem exists. The
log messages look like this:
nsp.pin.BACnet BACnet
devices:GetObjectInstance:
Unknown Object (0xa0009):

Workaround/Solution

If users observe these Trace Log
entries and the entries coincide with

workstation crash

41691 |BACnet ~/System/Modules/BACnet a BACnet Device Discovery operation,
devices/Device they should be aware no operational
discovery/Network_123/MyDevice | problem is present.

We believe the presence of these
messages are more likely to occur
when large numbers of BACnet
devices or discovered and/or
when devices are configured on
slower BACnet data links, such as
MS/TP.

The resulting list of discovered
BACnet devices may differ from

41701 | BACnet the 'counjc in the status bar in na
Device Discovery. The count may
be higher or lower than the actual
number of devices presented.

The Setpoint Reference property
of BACnet Floating Limit Alarms Bind a BACnet Analog Value object to

42297 | BACNet * cannot directly reference Function | the Function Block Program Output
Block Program Output variables. Variable, then bind the BACnet
This problem exists for EBO and Analog Value to the Alarm.

SmartX IP controllers.
The system does not account for | Users should not schedule system

41211 |BACnet * changes in Daylight Savings Time | backups during Daylight Savings Time
when making system backups. changes.

BACnet Lead/Shadow settings for
default BACnet properties were
automatically transferred between | User the Synchronize with parent

43113 |BACnet * Enterprise Central Servers and server command on each child
their child Enterprise Servers in Enterprise Server.
earlier EBO versions. In EBO 3.1,
this feature is disabled by default.

Using binding templates for IP

36764 Binding networks with 170+ configured Drag less number of MPx devices into

templates MPx devices can result in the custom binding template.
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Defect

Functionality

Description

Workaround/Solution

38526 Binding EBO 2.0 - not all point binds are Relates to BACnet objects, manually
templates * found dragging binding templates | bind missing objects
MPX: Drag and Drop binding to an
40854 | Bindings input is not possible with a value | Manually type in point location
already used as an output
Configuration Menus containing . .
. . . Create your Configuration Menu so
Configuration two multistate menu items with that you use the same bind name for
43015 g different bind names bound to the yo .
menu S menu items you want to bind the
same property will display state same proberty to
text for only one and not both. property
Bindings to BACnet properties other
than Value and Priority are currently
not restricted in the CM object. When
. . . . . th ti i d/seti
Configuration | Configuration Menu - Menu item ese properties are viewed/set in
> ) the eCT tool, however, an error
41414 | menu referring to alarm type settings ) .
oCT doesn't work in eCT occurs. CM object users should avoid
making bindings to BACnet properties
other than Value and Priority. See
EBO help for the CM object for more
details.
i AS-P hangi h loadi
37987 Contmugm > anging when dgwn oading Download fewer devices at once
Integration 127 devices at same time.
Continuum Infinet LEARN operation assigns
42061 ) new Infinet device an ID that is na
Integration * . .
already in use by another device.
Continuum Continuum Conversion Tool 3.0
41980 . . . na
Integration * | fail to convert dmp files
. Continuum Conversion Tool v3 .
Continuum . I gu versi . v Convert using V2 tool, then upgrade
42163 ., |gives different results with more
Integration tov3
errors than v2
. Script editor shuts down when
Continuum . . . .
43341 Intearation * attempting to use name matching | Bind objects one by one manually
& template on Infinet Script Program
41524 | clo CIO'moduIe.s go offline on an AS-P na
during runtime
42293 Cloud N Cloud File channel alarm will not Hide the alarm
Connectivity |go away
Device AS-P cannot be added to Device
39352 . Administrator if semicolon (;) is Do not use “;” in admin password
Administrator | . .
included in password
. Licensing violation alarm is e .
41732 Device sometimes triggered without any No violation banner is shown, and the

Administrator

violation cause.

alarm is reset automatically.

Schneider Electric

Boston ONE Campus, 800 Federal Street, Andover, MA 01810 Telephone +1 978-794-0800
RN_EBO_v3.1.1 Rev B-— January 2020

Page 34 of 56

www.schneider-electric.com
Company Confidential

© 2020 Schneider Electric, all rights reserved




[ Release Notes ] EcoStruxure™ Building Operation v3.1.1

Defect

Functionality

Description

License information shows

Workaround/Solution

This is a display issue and it has no

Devi
41738 evice incorrect number of "Used" detrimental effect on the running
Administrator | .
licenses system
Device * Setting scaling to 110% causes
42089 " light green menu row in Device Use either 100% or 125%
Administrator S .
Administrator to disappear.
. - . . Use IP address 0.0.0.0 in Gateway
o Device administration version 3 do . o : .
Device . . . property, in combination with static
42742 " not allow static IP configuration .
Administrator | . IP, when a default gateway is not
without default gateway
used.
Device Administrator: Unclear
S behaviour when combining a
Device .
42792 " selection of servers that only can | na
Administrator .
do new database with servers that
can do upgrade
In Graphic Editor: Changes are lost
Graphi hen th lickonS d .
43162 rép e when the use_r ¢ I.c on ave. an Save the changes and sign.
Editor then Electronic Signature dialog
shows the user click on cancel
On a machine with multiple
versions of WPT (EBO 3.0, EBO 2.0,
| WPT...) i lled i llel
esacy . ) mSt? edin para. el After uninstalling a version of WPT,
. and after uninstalling one version . . .
39811 |I/A Series . uninstall and reinstall any remaining
of WPT, other versions of WPT . .
version of WPT affected by the issue.
may not be able perform some
operations such as compile and
save.
Network 8000 alarms do not allow
42213 | 1/A Series * a r!ght click nawgatg to the alarm | Manually fmd the a.Iarm object or
object or source object from the |source object location
alarm viewer
Subscriptions (i.e. watch window,
graphics, etc.) to I/A Series LON View I/A Series 1/O point Default
17640 |1/A Transition |1/O point Default Configuration configuration property values in the
properties display the NULL icon properties pane.
instead of their current values
. . Set the regional settings of the client
28853 | |/A Transition Unable to connect objects in machine to use period as the decimal
WorkPlace Tech Editor
separator.
Do not use legacy WorkPlace Tech
Tool to download an MNB device at
No error message displayed when |the same time as someone
30169 |I/A Transition |two MNB application downloads | downloading the device using

occur simultaneously

WorkStation. If this situation occurs,
re-download the controller using
WorkStation.
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Defect
ID

Functionality

Description

MNL-800 SNVTs are not all

Workaround/Solution

32566 h i i
I/A Transition Lf‘ran:g\/:jf\;voninwcli;\ﬂ;%;;y;e 15 Manually remove the SNVTs.
standard controller.
When updating a PCT from a live
server containing WPT applications,
33384 | I/A Transition When an AS !s retstore.d into PCT, |delete the athmatlon server in the
an MNL application will not open | PCT, and then import the server
instead of restoring an existing
server.
Installing EBO WorkStation causes
38878 I/A Transition |the fluent ribbon in WorkPlace Uninstall and reinstall WorkPlace
* Tech Editor and WorkPlace Tech Tech 5.9.x.
5.9.x to fail.
After manually transitioning an ) -
MNL-Vx controller to EBO and After the first application download,
backine up its flow balance data perform a restore flow balance data
39214 |I/A Transition sup . " | operation. The flow balance data will
the flow balance data is .
. . not be overwritten on subsequent
overwritten in the controller on ..
N application downloads.
application download.
Wh -Link point i MNL
gn a‘m >-Lin pgmt n an. .. | Log onto the Automation Server
device is forced via a graphic while | . . .
logeed onto an ES. the word directly to force and view the point.
40614 |I/A Transition |, g8 ye 1 ' . The overridden state is displayed
Text” is displayed in the graphic correctly when logeed onto the
instead of the correct forced state y. g8
. automation server.
of the point.
I/A Transition |Enterprise Server not saving Using workst.atlon, log directly into
42332 |, - . the Automation Server to create the
applications to Automation Server. o
application.
Status log returned by import is
0886 Import/ incorrect Yvhen multiple clients na
Export attempt simultaneous
import/exports.
. . Uninstall the old License Server.
. . License Server Service does not
38156 | Licensing Restart the computer.
start after an upgrade .
Install the new License Server.
LonWorks/ Enabled but not configured NIC_IP | Uncheck unconfigured NIC_IP_00X in
22080 in L-Config stops all interfaces in L-Config and in WS use Device
Xenta . .
ES. discovery again.
sorpetlmes valid Lon Bindings are Although the binding is indicated as
25364 LonWorks/ indicated as faulty (Background faulty, it still can be saved
Xenta Colour is red in Binding field) ’ )
when created.
26649 LonWorks/ Wrong data in the programming of | Contact Product Support Services to
Xenta the alias-tables. get help to modify the XIF-file.
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Defect
[D)

Functionality

Description

Xenta 442a force command

Workaround/Solution

log with external storage enabled
on the server.

41280 LonWo;ks/ delayed from Workstation in EBO |na
Xenta
2.0 and later
Voltage output on TAC Xenta 452A
42444 LonWo:ks/ does not show correct value under | na
Xenta . .
Properties in Workstation
Changing Menta blocks to another
type and keeping the old name
12615
FBP/Menta ends up with those blocks showed na
offline in SW WorkStation
Monitored Variable for a Function
17431
FBP/Menta Block Alarm can be edited. na
FBP Graphics Viewer causes COV
42315 | FBP/Menta * TL (logging PVIin FBP) values to Change the server value
alternate between Server value
and InitValue
Please try to go to C:\Program Files
(x86)\Schneider Electric
EcoStruxure\Building Operation
3.0\WorkStation\CharSet.lib,
42953 | FBP/Menta * Could not f:hange Xenta OP Copy the file Charset.s.
language file
Go to C:\ProgramData\Schneider
Electric\TAC Vista 5.1.x\OP
Configuration Tool, and paste the
copied file without extension.
AS-B show incorrect IP address in | Restart the AS-B and the correct IP
42800 |Server* ) . : .
display after power failure address will be displayed.
DateTime value in program script
41384 | script editor debug wlndow |s.not ‘ na
correct for regional settings using
the Day/Month/Year format
_— Script Editor process not closed if Clgse the process manual!y on the PC
43440 | Script editor is closed while downloading | YS™8 task manager or wait to close
g editor until the download is finished
Search can take long time to finish
35974 |Search if properties are located in filed na
devices.
Trend log list does not auto
refresh properly when user add
41343 |Trends records, edit records or clear the | Manually refresh after edit value.
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Defect
[D)

Functionality

Description

Upgrading the ES from 1.9.3.24 to

Workaround/Solution

There are two alternatives.

1. Run the backup prior to the
upgrade and deselect the backup
option when upgrading.

*

requires electronic signatures fails

39059 |Upgrade 2.0.2.59 YVIthI ES bacll<up selected 2. Select the backup option when
resulted in a 'reboot' message. . .
upgrading but make sure the ES is
running before the upgrade process is
started.
37937 | Upgrade ES upgrade failed from 1.9.3 to Restore configuration in 1.9.3 and run
2.0.1 one more upgrade.
User . . Access the User group from the Tree
33408
management Auto logoff field not displayed and the field is displayed
System tree is not visible in edit .
26551 | Workspace layout mode for Workspaces until Add the Work Area before adding the
. System tree
removed and added again
Full support for NaN, +infinity and -
infinity is not yet implemented. Use
NaN, +infinity or -infinity for
. It's possible to set many numeric | LonWorks network variables. For
Workstation . e . . .
26815 Property erid properties to NaN, +infinity and - | more information see WebHelp topic
PErtY8NY | infinity “Not Active (NA) SNVT Values For
MNL LonWorks Devices”. Use NaN for
Value and Priority array properties in
I/A Series MNB BACnet proxy objects.
Objects in tree view does not
WorkStation accept clicks if you had a content | Remove synchronization to parent
40861 type for the Content type folder and delete the content type. Enable
Content type L o .
before adding it to a parent synchronization again.
server.
Remember me disabled will not
39211 | Workstation |work the first time if WorkStation |Log on one more time
already have it set
Custo_m Type L|!:>rary Import: Recommend using the old normal
. Warning when import 2.0 export |, . .
41028 |WorkStation | . . . instance import for 2.0 export files
files if the MPx contains objects
with enumerated properties
WorkStation ) . . . .
s Document file type not recognized | Log on with a compatible version of
36741 | Compatibility - ; ;
mode on a compatibility AS WorkStation directly on the AS
WOFkSté?tI'O.n TGML menu not working on a Log on with a compatible version of
36742 | Compatibility - ; ;
mode compatibility AS WorkStation directly on the AS
35685 WorkStation | Attaching object with the same Re-create the object and fix
Custom types | name references
42893 WorkStation | Import of exported objects that Turn off "require signature" before

doing import
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Defect
[D)

Functionality

WorkStation

*

Description

Changes loses when the user click
on cancel on E Signature and have
confirmed to save changes.

Workaround/Solution

Save the changes and sign.

WorkStation

*

43288

MVS Custom types: Workstation
hangs forever when try to check
out a script program of newer
version on a 3.0 AS

Kill Workstation process and log on
again.

43384 | WebStation *

Tab names and Property editor
sections appear duplicated when
viewed in WebStation for the
different Program object types —
Function Block, Script, Script
Event. Users will see the Advanced
tab and the Status Information
sections duplicated.

None

43396 | WebStation *

Unknown property error when
saving changes using watch view.

na
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6. Important Engineering Information

Important engineering information with regard to the EcoStruxure Building Operation v3.1. is
listed below.

6.1 General Engineering

If operating from a WorkStation via a VPN to the EcoStruxure Building Operation
servers, it is possible that communication to the license server could be disrupted. In
this case, licenses that are local to the WorkStation’s may be required.
Change operations are queued for data integrity reasons; consequently, lengthy
change operations carried out by users may affect other logged on users so that their
"queued" changes seem to take longer. If there are extensive changes to be
accomplished, it will have less impact on day-to-day operational activities if the large
changes are accomplished at times of light utilization
WorkStation — Since earlier .Net 4.7.2 is required. This version is required to fix a
vulnerability associated with XML file processing.
With the release of EBO 3.1 the possibility to have a multi-version system has
become available, but with limitations described in “New Features in EcoStruxure
Building Operation v3.1.1 Release”. Note that we recommend that you use EBO
3.0.4 for this in order to achieve predictable results. Besides a new feature in 3.0.4
for custom types also a number of multi-version system defects have been corrected
in 3.0.4.
Setting time
o Until the time is set, b3 data will not update in the Watch Window.
o Until the time is set, BACnet COV will not be functional.
o Automation Server time does not synchronize directly with the Enterprise
Server. Instead, all servers can synchronize to the same accessible time server.
If there are communication failure alarms with the Automation Server as the source
server and/or alarms indicating that the Automation Server Alarm Control Panel
could not “Verify Lead Object Status” with the Enterprise Server’s Alarm Control
Panel, then there is likely to be a communication problem between the Enterprise
Server and the Automation Server. The following items should be examined:
o Look at the “Communication” tab for the Enterprise Server and confirm that
the IP address for the Enterprise Server is correct.
o Examine the OS on the Enterprise Server and confirm that there is no firewall.
Binding
o Changing the units to units that are incompatible after two objects have been
bound can result in a broken binding, unless the units were “No Units” prior to
the change. The Reference Manager will show this as an invalid binding.
WebStation operation
o There are currently available some cybersecurity software products that make
use of what is known as “aggressive” caching. This action will prevent
redirection and will prevent a user from being able to log into an Enterprise
Server or Automation Server that is downstream of a device that uses this
software. Such caching will need to be disabled for WebStation to operate
correctly.
Long user initiated operations
o Auser triggered operation, like hosting a big system via EWS or the manual
start of a huge backup, that takes more than 90 minutes to complete by the
server will result in an error message “Wrong user ID or password” and then

Schneider Electric

Boston ONE Campus, 800 Federal Street, Andover, MA 01810 Telephone +1 978-794-0800 www.schneider-electric.com
RN_EBO_v3.1.1 Rev B-— January 2020 Page 40 of 56 Company Confidential

© 2020 Schneider Electric, all rights reserved



[ Release Notes ] EcoStruxure™ Building Operation v3.1.1

WorkStation will be restarted. The message is somewhat benign since the
actual operation started by the user will be successfully completed by the
server.
e Resource limitations to consider during engineering

o When designing and engineering a system, make sure not to over-engineer a
server. Make sure to follow stated architectural guidelines and do not add, for
example, too many trend logs in an AS where resources are the most limited.
Adding too much content and logs can cause performance reduction and even
a crashed server if disk ends up being full. Reference the Architectural
Guidelines from The Exchange for further information.

6.2 Backup
6.2.1 Backup validation

Please note that the default behaviour for database backup validation is changed. The
configuration database will always be validated, but the historical databases on Enterprise
Server and Enterprise Central will not. This change is made for performance reasons. We
think this is acceptable because we have seen an insignificant number of actual cases of
issues with databases getting corrupt on a PC in a way that can be detected by the current
SQL validation during the lifetime of this product.

6.2.2 How to activate full validation of historical data

To activate full validation of historical data in backups for Enterprise Server and Enterprise
Central respectively, go to C:\Program Files (x86)\Schneider Electric EcoStruxure\Building
Operation 3.0\Enterprise Server\etc\config and change the Enterprise Server and
Enterprise Central config file line value for NspServer.BarManager.FullValidation from false
to true. Please note that this can have severe performance implications, especially if you
are using a mechanical hard drive for your database.

6.3 WebStation
6.3.1 Graphics Viewer

e Global variables that are already defined in IE, Firefox and Chrome will not work.
Example: top,x,y, width, height

e Functions that are called and that actually are properties show a script error.

Example: array.length() instead of array.length

e Scripts that do 'drag', need to call preventDefault() on mousedown. This disables
standard touch/drag panoration

e Use of java classes is unsupported.

e Please use 'var' when declaring variables inside your TGML scripts instead of assigning
global variables. This enables you to use global scripts (UseGlobalScripts flag in TGML
root element) that make it possible to share functions between Script nodes. Having
UseGlobalScripts set to True will also improve performance substantially in WebStation.
See section 6.3.

e There is a simple tool in the Statistics tab of the Graphics Editor that will tell you if your
image has some of these commons issues.
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6.3.2 Workspace and Panels

e The use of toolbars in WebStation is restricted. The Statusbar, Historybar and
Addressbar have no effect in WebStation. Hidden and Not available have the same
results (Hidden).

6.3.3 General information

. Status overlays on the icons in the System tree are not available in WebStation.

6.3.4 Setting up WorkSpaces for responsive WebStation.

As WebStation now supports displaying on devices with different screen sizes a scheme has
been introduced to adapt the WebStation layout. A workspace designed for running on a
desktop computer might not be usable on a mobile phone.

To improve usability on small devices WebStation will analyse the platform it is running on
and utilize the new responsive features.

All Autohidden panes in the WorkArea of a Workspace will be collected and grouped into
common menu at the bottom of the WorkArea.

All Auto hidden panes in the WorkSpace will be collected and presented in the new
WorkSpace menu.

In order for the layout to be visible in WebStation the Edit Layout Command must be issued
and the layout edited and saved in WorkStation.

6.3.5 Security

Two new security features have been added in WebStation. They can be configured from
WorkStation -> Control Panel -> Security Settings

Enable external content to be enabled in WebStation.
Checking this option (less secure) will allow linked content (hyperlinks) to be embedded in
a panel. If this option is not checked (more secure), external content will not be embedded
but open in a separate web browser tab. By default, external content is not allowed.

Enable WebStation to be embedded in another site
Checking this option (less secure) will allow WebStation to be hosted in an iframe within a
3rd party web application. If this option is not checked (more secure) 3rd party web
application will not be able to host WebStation in an iframe. By default, WebStation is not
allowed to be embedded.

6.4 Graphics

e The JavaScript engine in the Graphics Editor and WorkStation was updated in release
1.8. This has a number of advantages; bugs fixed, better performance, stronger
compliance with the JavaScript standard and better compatibility with the JavaScript
engines that are used by web browsers. The stronger compliance with the standard
may result in compatibility issues with JavaScript code written in older versions of
EcoStruxure Building Operation. The old version was sometimes more forgiving when
running JavaScript’s that were not written correctly.

e By default, each Script element (script block) creates a JavaScript context. In this
mode, function calls between script blocks (contexts) are not supported, that is, no
support for global script functions. It is possible to enable scripts to run in one single
context for the whole graphic so that functions and variables can be shared between
script blocks, by setting the TGML element property UseGlobalScripts in the Graphics
Editor to True. The default is False for backward compatibility reasons. Setting
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UseGlobalScripts to True has a very positive effect on graphics loading performance
in some of the viewers, depending on technology used.

In order to improve performance in the WorkStation Graphics Viewer the behavior of
links has been changed. Before, when a graphic was shown, all links were validated
to find out if they were resolved or not. This took some time. Now the link is not
validated until the user clicks on it.

When editing a TGML graphic in the editor, if one selects “Save as” to save the TGML
to afile, the “Save” button will be disabled and it will not be possible to save the
changes to EcoStruxure Building Operation. If the desire is to save a copy to file, then
one should choose export rather than “Save As”.

6.5 LonWorks

When creating folders beneath a LonWorks Network, naming is more restrictive than other EcoStruxure Building
Operation names. The name is restricted to 20 characters with no minus sign.
When a LON binding is created to a CPT, the delta is displayed as a property, but
there will be no effect if the user changes this delta. Consequently, the CPT will be
written to even on changes that are less than the entered delta. As a workaround,
the user can create an EcoStruxure Building Operation binding to allow for adjustable
polling properties.

When the Local Node is imported, it is necessary to perform a commission on the
node order to activate the bindings.

To view network variables and configuration parameters in WorkStation select the
Variable Fields tab in Properties.

To edit properties of a Network Variable (NV) in WebStation, simply left click on the
NV in the System Tree and the property grid is displayed. Alternatively, right click the
NV in the System Tree and select Properties and a Property Dialog is displayed. The
Variable Fields tab contain the values of the NV.

If a Xenta 401 device has an overall high load, with a large application program and
many trend logs, the following settings of the device Non-group receive timer are
recommended:

768 ms, if the number of Network Variables <=50

1024 ms if 50 < the number of Network Variables <=100

1536 ms if the number of Network Variables > 100

6.6 b3 Devices

When selecting and downloading from the application folder, it is necessary to select
and download in the appropriate order to satisfy all of the referencing accomplished
in the bindings. Downloading the entire device avoids this type of problem.

When creating BACnet schedules, it is important to add those items to be controlled
by the schedule to the Object Property Reference List and NOT to use the binding
tool to bind those items to the schedule’s value.

In order for extended log data to capture b3 log data successfully, they must be
configured in a very specific way: a) Smart Logs = False b) The intrinsic b3 logs must
be evenly divisible by the maximum transfer interval of the ETL Reference on The
Exchange Knowledgebase.

6.7 Trends

When a COV trend log is created in an Automation Server to monitor an object from
a field bus device, attention should be given to the capability of the field device. If
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the field device supports COV, as many BACnet devices do, then the BACnet device
will supply the Automation Server with data via COV, but it will do so at an interval
that corresponds to the devices interval not to the delta as established by the trend
log. If the device does not support COV, then the trend will function as a polling trend
with an interval of 500ms. In those cases, users should create an interval log to avoid
unnecessary field bus communication.

e Inorder for extended log data to capture b3 log data successfully, they must be
configured in a very specific way: a) Smart Logs = False b) The intrinsic b3 logs must
be evenly divisible by the maximum transfer interval of the ETL Reference on The
Exchange Knowledgebase.

e Each SmartStruxure server in an installation has two properties relating to trend logs:
Trend storage capacity and Trend storage usage. Whenever the usage exceeds the
capacity, a system alarm will be generated. There is also an indication whenever a
trend log of any type is created of how many records the new log will consume and
what the available storage is.

« Previous versions of the Architectural Guidelines contained erroneous information
concerning BACnet trend logs. All SmartStruxure server devices have a limit of
BACnet trend log size limit of 1,000 records. The 1.9.0 Architectural Guidelines have
been updated to include this limit.

6.8 Archiving

When archiving using the CSV format, the maximum size limit for the archive will be
65,536, which is the maximum allowed in an Excel spreadsheet.

6.9 Web Services

e Script Web Service

o When capturing date / time data through a script program in an Automation
Server, that time will be localized by the WorkStation to the time zone of the
WorkStation whenever the data is displayed. Consequently, the Automation
Server’s script program should include the logic to adjust the date/time value to
UTC.

o Script programs do not recompile based upon bindings. Consequently, you may
enter a program, save it, establish bindings, and save the bindings. Yet, it will
only appear to be running without many of its outputs actually being set. It is
necessary to force a recompile of the programs to allow the web service
information to be incorporated into the actual byte code of the program.

e EcoStruxure™ Web Service (EWS)

o When configuring trend logs and extended trend logs, it is important to be aware
of their relative sizes and polling intervals. The trend log must have a size big
enough to store all values from a single poll - typically at least twice the size of
values received in one poll. Otherwise, the extended trend log will not be able to
keep up with the trend log. There must be sufficient time for the extended trend
log to read the values from the trend log before they are overwritten.

o EWS connections to servers and clients that support MD5 and not SHA2 (SHA-256)
HASH algorithms will require the MDS5 is enabled in the EcoStruxure Building
Operation Server. The documentation of each connecting EWS solution should be
reviewed to determine which HASH algorithms are supported when configuring
EcoStruxure Building Operation servers. MD5 is the least resilient HASH algorithm
and SHA2 (SHA-256) is the most resilient HASH algorithm that EcoStruxure Building

Schneider Electric
Boston ONE Campus, 800 Federal Street, Andover, MA 01810 Telephone +1 978-794-0800 www.schneider-electric.com
RN_EBO_v3.1.1 Rev B-— January 2020 Page 44 of 56 Company Confidential

© 2020 Schneider Electric, all rights reserved


http://buildingskb.schneider-electric.com/view.php?AID=12802
http://buildingskb.schneider-electric.com/view.php?AID=12802

[ Release Notes ] EcoStruxure™ Building Operation v3.1.1

Operation supports. The option can be found in WorkStation Control Panel ->
Security Settings -> Disable MD5 Hash.

When configuring a multi-server system, it is best to establish the EWS interface
after all server renaming takes place. A client that uses cookies will suddenly trigger
error messages such as "access denied", and no more data will be communicated
when the server is renamed or moved into a multi-server configuration in a
running system. The cookies, and all other communication parameters, are valid so
the client does not detect any communication problems and continues to use that
cookie. When this occurs, it will be necessary to restart the reconfigured server.

6.10 Reports

If the installation type is ‘Install’ then HTTPS in Enterprise Server URL is mandatory.
The user account used for connection with the Enterprise Server should be a part of
‘Report Administrator’ group.

If Enterprise Server is generating around 2500000 ETLog records per day then the
maxHistoricalReadcount in reporting agent config file should be modified to 250000

6.11 Authentication

When setting up a site with a Windows Active Directory, make sure the Enterprise
Server is running with rights to read at least those AD-groups that are intended to be
used for authentication via EcoStruxure Building Operation.

6.12 Schedules

In order to accommodate as many resolution settings as possible for the graphic
display of the WorkStation Schedule editor, it was decided that the smallest event
duration for that editor would be 5 minutes. If an event duration of less than 5
minutes is desired, the user is directed to use either the text editor that is located on
the Advanced tab of the graphical schedule editor or to use WebStation.

6.13 WorkStation Alarm/Client Notifications

The Client Notification that was added in v1.7 to allow user control over the alarm
“bubble” that always appeared in early releases requires that a Client Notification
object be present for the notification (bubble) to appear. A system upgraded from
before v1.7 will not have this object and consequently the notification will no longer
appear.

If you wish to have a notification, create the object or objects and specify what the
conditions are to be for it to appear. You can create multiple object for different
displays based upon different schedules. Review the help system for more details.

6.14 Import / Export

In keeping with the general policy of maintaining support for a period of time after
releases are delivered to the market, the 3.0 release will not guarantee backward
compatibility to files that were exported prior to release 1.8. See PA-00300 for more
information on the SmartStruxure Software Support Policy.

Export files are, in general, NOT backward compatible. A Script or Function Block
Program that is exported from v3.1.x is NOT guaranteed to import successfully into
an earlier release.
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o Starting in version 3.0.x, import files exported from a newer release than
where they are imported will be denied. An export file from 3.1.x cannot be
imported in 3.0.x. An export file from 3.0.x can however still be imported in
2.0.x, but it's not recommended, and it may fail to import successfully.

o Inversion 3.1.x, or earlier, import files exported from versions older than 1.3,
will be denied.

o Starting in version 3.2.x, import files exported from versions older than 1.8.x,
will be denied.

If you make use of a library of exported files, then you should import them into a
supported version and re-export them for maintenance in your library.

Import of export files created from version 1.7, or earlier, with StruxureWare Building
Operation bindings to Lon variable fields outside the scope of the export file, will not
convert those bindings when you import the file into version 1.8, or later. They need
to be corrected manually after the import. Please use Binding Diagnostics in the
Engineering section of the Control Panel to detect references that are not properly
converted.

6.15 Search

If a saved Search-object from previous versions, has contained a type that no longer
exist in the server, e.g. an E-mail-notification that is converted to an Alarm Triggered
Notification, then the search operation will not find any object and will need to be
manually re-configured in order to present the expected result.

6.16 SigmaLog Sets

Before upgrading to EcoStruxure Building Operation 3.0 from a system at 1.8 or
earlier it is important to ensure that all Sigma Log Sets that have been previously
created using WorkStation are edited so that the “Description” field is empty. This is
because during upgrade Sigma log sets with an empty "Description” are identified as
Sigma log sets that have been created using WorkStation and are converted to a
different object type. Once the upgrade has been completed the Description text can
be added again.

After upgrading to EcoStruxure Building Operation 3.1 from a system at 1.9 or earlier
it is advisable to run the data importer.

There is a new Sigma transition component (Build 3.46.111) that addresses a number
of defects, please refer to the associated release note, which is available on The
Exchange with the software.

6.17 EWS
6.17.1 Domain login

It is possible to use the format <domain/username> as a username to login to a specific
domain when using EWS. Using the standard format <username> will use the default
domain. When logging on to an AS which is a subserver to an ES and the AS has its default
domain on the ES you will have to login using the format <domain/username>.
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6.18 BACnet

6.18.1 Changes to Retain Level Settings for Commandable Value objects in
SmartX IP controllers

It has been identified that unpredictable results can occur when Retain Level settings are
simultaneously allowed for both the Value property and the Priority Array property of
“commandable” Value objects in SmartX IP Controllers. EcoStruxure Building Operation
software will now prevent Retain Level from being configured for both properties, within
the same object. This applies to Analog Value and Analog Producer Value, Binary Value and
Binary Producer Value, and Multistate Value and Multistate Producer Value objects.
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7. APPENDIX A — EcoStruxure Building Operation Release
v3.1.1 Deliverable

The EcoStruxure Building Operation Release.3.0.1 deliverable includes the following software
and firmware.
Hot fixes to prepare for upgrade to 3.1.1

Upgrading From Required Hot Fix

1.8.1.XXXX WorksStation hotfix v1.8.1.23000

Product Version  Build
EcoStruxure Building Operation Device Administrator software 3.1.1 312
EcoStruxure Building Operation Enterprise Server software 3.1.1 312
EcoStruxure Building Operation Enterprise Central software 3.1.1 312
EcoStruxure Building Operation WorkStation software 3.1.1 312
EcoStruxure Building Operation License Administrator software 3.1.1 312
EcoStruxure Building Operation Report Server software 3.1.1 312

This release is also compatible with:

EcoStruxure Building Operation Project Configuration Tool is now separated from the EBO
release cycle, consequently a template to support v3.1.1 will follow shortly after the release of
3.1.1.

EcoStruxure Building Operation Vista transition tool to support this release will be available
mid-January 2020

A release of AET to support EBO 3.1 will be available on Exchange late January 2020.

NOTE: StruxureWare Building Operation Technical Tool is not supported for use with
EcoStruxure Building Operation.
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8. APPENDIX B — Known Issues

Known issues in the EcoStruxure Building Operation v3.1.1 are listed below.

WorkStation

1. If a binding name is changed in the graphics or script editor, any binding that might exist for
that component is removed.

2. Ifavalueis displayed in the spreadsheet view with localized units, then any copying of that
value to another location will also copy the localized units.

3. Anevent view can only show 100,000 entries. If there are entries that are older than
100,000 entries, a filter will need to be created that allow the entries of interest to be
included in the view.

4. Some elements of the system will occasionally fail to remove the temporary files that are
created on the WorkStation PC. Consequently, it is prudent to check the Temp directory
and accomplish deletions manually. This should be accomplished when WorkStation is not
running.

Editors

5. When two engineers are simultaneously editing the same program (Function Block or
Script) or using WorkPlace Tech Editor, they will have no idea that someone else may be
editing the same object. The final save of the object in question will be the final copy that is
in the server.

Lonworks

6. Occasionally, trend objects may look empty, but retain values in the List View. This can
happen if a Xenta device has been reused without emptying it first.

7. ltis not possible to move a folder that contains a LON device from one Network to another.

8. Alarm polling for an alarmed object on a LON device will continue to take place even if the
alarm shunt has been activated.

9. TACI/A Series text reports do not function in the WebStation.

10. When working with Schedules on Xenta devices, it is possible to enter “over-night” events
and “Days of Week” exceptions directly through the Menta editor.

Enterprise server

11. In some instances, when the Enterprise Server and License Server are on the same PC, the
Enterprise Server may attempt to start before the license server has successfully started. It
may be possible to delay the starting of the Enterprise Server using a batch file.

BACnet

12. It’s possible to overwhelm MNB devices by repeatedly clicking the refresh button in
WorkStation while the BACnet application folder of an MNB device is shown in the list
view. When this occurs, values from the MNB device will stop updating for several minutes
and then return to normal. To avoid the problem do not click the refresh button in the list
view. Values in the list view update automatically without the need to refresh.

Automation Servers

13. When upgrading an Automation Server, the Device Administrator will indicate the upgrade
has completed successfully before it is possible to log on. The time difference can be quite
long for a large size database.

14. Due to changes that were made in several areas of the Linux server operation, there are
more frequent spikes to the CPU utilization percentage. The average CPU utilization is not
substantially increased but there will be spikes that could generate false alarms if alarms
are attached to the CPU percentage. It is recommended that CPU percentage alarms
include a time delay of at least 60 seconds.
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Web Reports

15.

16.

17.

18.

In a scenario where a Trend log from Automation Server is pointed to an ExtendedTlog
from Enterprise Central, then on rename of Automation Server, the monitored log property
for the Extended Tlog is received as ‘NULL’ in the Reports Server for Enterprise Central.
Also, the path of TrendLog with new Automation Server name is not received in Reports
Server. Workaround: Install Reports Server after all the configuration changes are done.

It’s not possible to view per server reports for events/alarms generated in 1.9 or older if it
is a new 2.0 Reports Server installation.

An Automation Server record will not be added to the Reports Server of Enterprise Central,
if it is added to Enterprise Server, post the Reports Server installation. Workaround- Restart
Web Reports Agent.

The Reports Server database size will increase during the upgrade due to the additional indexes added to improve the report
generation time. This change will result in the database size increasing between 12% to 40% and the upgrade will take longer
than previous releases.

Schneider Electric
Boston ONE Campus, 800 Federal Street, Andover, MA 01810 Telephone +1 978-794-0800 www.schneider-electric.com
RN_EBO_v3.1.1 Rev B-— January 2020 Page 50 of 56 Company Confidential

© 2020 Schneider Electric, all rights reserved



[ Release Notes ] EcoStruxure™ Building Operation v3.1.1

9. APPENDIX C — Procedures
9.1 Installing EcoStruxure Building Operation

For installation of EcoStruxure Building Operation v3.1.1 WorkStation, Enterprise Server, Enterprise
Central or Report Server, please reference the Web Help for that topic.

9.2 Upgrading EcoStruxure Building Operation
9.2.1 Memory Consumption Before Upgrade

The RAM system memory usage on a SmartStruxure server device should never exceed 80%. The
system will, after upgrade from an earlier release, require slightly more memory, it is therefore
important to assess the current level of system memory usage before upgrading to this release.
Where the server has been operating for at least 2 months since the last restart, should the system
memory usage be above 50% for a 1.5/1.6 release, 55% for a 1.7 release, 60% for a 1.8 release,
65% for a 1.9 release, 70% for a 2.0 then you may need to make engineering adjustments to reduce
your system memory usage or consider upgrading older AS devices to AS-P or AS-B which have
larger memory capacities.

The numbers above are indicative only and will vary depending on system configuration and the
use of field devices.

9.2.2 Pricing in an upgraded EcoStruxure Building Management solution

The upgrade to 3.1 is a no charge upgrade from 3.0.x. There would be a charge to upgrade from a
version earlier than 3.0.1. The actual cost of the upgrade will be determined based upon the
declared size (when upgrading from 1.x) or the actual size (when upgrading from 2.x) of the system.

For additional information on the overall philosophy and phased implementation of the new
pricing policy, refer to the Pricing Policy document which can be found here.

9.2.3 Upgrading of server paths

In previous releases, the child servers had a long path including the parent server and the Servers
folder, e.g. /ES/Servers/AS_01. Those paths are now shortened to only /AS_01. During the upgrade,
most paths and permissions are translated to still be valid in the new system, however there might
be some cases where a translation cannot be done. Note: Therefore, it is very important to open
the upgrade log and see if there are any warnings regarding paths. Examples of where this
translation is done is for strings in alarm and event filter.

9.2.4 Manual trend logs are truncated

Old manual trend logs are truncated to 100 000 records in EcoStruxure Building Operation 2.0 and
EcoStruxure Building Operation 3.x.
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9.2.5 General Upgrade Information

X Via 1.7 Direct Direct Via2.0 | Via2.0
X Via 1.7 Direct Direct Via2.0 | Via2.0
X X Direct Direct Direct Via2.0 | Via2.0
X X X X Direct Direct Direct Direct
X X X X X Direct Direct Direct
X X X X X X Direct Direct
X X X X X X X Direct
. >0 PDPO

It is imperative that any upgrades be accomplished only after reading and understanding this
document, especially those areas that are related to the upgrade process.

System upgrades need to be performed in a prescribed sequence to ensure there is no loss of
configuration or historical data. It is highly recommended that the Web Help procedures starting
with the System Upgrade Workflows topic are followed carefully. See Functionality Upgrade section
in Web Help.
NOTE - Release 3.0.1 offers the possibility to upgrade a system in a non-sequential way. Any
SmartStruxure solution that is currently at 1.5 or higher can be upgraded directly to 2.0, then on to
3.0.1.
This release notes describe the changes that have been made since 1.8. If you are upgrading from a
version that is older than 1.8, it is important for you to read the earlier Release Notes which can be
found here:

StruxureWare Building Operation v 1.5.0 Release Notes

StruxureWare Building Operation v 1.6.0 Release Notes

StruxureWare Building Operation v 1.7.0 Release Notes

StruxureWare Building Operation v 1.8.0 Release Notes

StruxureWare Building Operation v 1.9.1 Release Notes

EcoStruxure Building Operation v 2.0.1 Release Notes

During upgrade from any of the previous releases, there is a limited level of runtime compatibility
during the upgrade process. The following compatibility is available:
1. Alarms and events on upgraded and non-upgraded SmartStruxure server devices can be
viewed from the upgraded Enterprise Server
2. Trend logs on upgraded and non-upgraded SmartStruxure server devices can be viewed
from and collected (ET log) from Enterprise Server
3. A graphic object on any server in the system with bindings to values on upgraded and non-
upgraded SmartStruxure server devices can be used to view and edit those values
4. View and edit properties (including e.g. forcing values) on non-upgraded SmartStruxure
server devices from Enterprise Server
5. Search objects and properties on upgraded and non-upgraded SmartStruxure server
devices from Enterprise Server
6. Consuming values to and from upgraded and non-upgraded SmartStruxure server devices
and Enterprise Server
7. Backing up a non-upgraded SmartStruxure server devices from the upgraded Enterprise
Server and restoring the backup
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8. Lead/shadow relationships are maintained with the exception of the security settings.
Global security settings are NOT cascaded downward from the Enterprise Server

9. Communication setting changes that are accomplished at the Enterprise Server will be
propagated only to upgraded SmartStruxure server devices. However, changing
communication settings for a SmartStruxure server device is propagated to all other
SmartStruxure server devices.

10. Logging on to an older version of Automation server with a user belonging to a domain in
the upgraded Enterprise server, will not work correctly with permissions. Workaround is to
log on as a local user in the Automation server.

Logging on to SmartStruxure server devices that have not yet been upgraded: Once you upgrade
the Enterprise Server, you can no longer log on to the child Automation servers with users that are
members of a domain that is owned by the Enterprise Server. You must log onto the child
Automation servers with a user with appropriate permissions from a domain that resides in the
Automation Server. This is due to the improved permission system introduced in 2.0. Once the
Automation Servers are upgraded, all users in local or ES Domains will be able to have the same
access that they had in the previous release.

IMPORTANT - Depending upon the size of the system and the quantity of trends, it is possible that
the database on the Enterprise Server could be quite large. When upgrading, always make certain
that you have at least twice as much disk space available as the size of your database. It should also
be expected that the Enterprise Server may appear to “hang” for as much 20 to 30 minutes upon
the first initial start-up after the upgrade, but only on the first start.

If ES-upgrade hangs and show error “-4”, then a restart of the PC will solve the problem.

Note - CPU-load can be high some minutes in the AS after upgrade depending on how large
historical db. there is.

Note — When upgrading Automation Servers, it is much faster to upgrade via the network (IP)
rather than via USB. Automation Server will upgrade in a two-stage process where the first step
copies the backup file from the Automation Server to the PC running Device Administrator and
completes all of the necessary activities to upgrade the database. During this time, the Automation
Server will remain operational. Once the database upgrade has been completed, the user must
choose to deploy the new database. During the deployment period the Automation Server will not
be operational from a controls perspective.

Default Password Policies — If upgrading from 1.9 or earlier default password policies will be
applied. If the user has not needed to change the admin user password as part of the upgrade, then
the user may not be aware of what the new policies are. It is strongly recommended that the
password policies be reviewed after upgrade.

Note - In a semi upgraded system where the Enterprise Server is upgraded to v3.0.1 and the
Automation Server is not, changes in Password Policies in the Enterprise Server will not propagate
to the Automation Server until the Automation Server is upgraded.

Downgrade — Downgrading a system has never been supported; however, there are occasionally
circumstances that may cause a person to abort an upgrade and revert their system to the previous
version by downgrading servers and restoring back up files. Downgrading must be done locally via
USB and following a DFU reset of the Automation Server. The DFU reset may also result in the
Automation Server falling back to the default IP address which will then need to be changed.
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9.2.6 Upgrading Automation Servers

EcoStruxure Building Operation 3.0 introduced a new Device Administrator with support for secure
communications to the Automation Servers and Automation Server licensing.

Secure communication is achieved by using security certificates and the HTTPS protocol, which is
now the default protocol in DA.

Device Administrator provides the ability to create, manage and deploy certificates to Automation
Servers, please refer to the WebHelp topic for more information, search for “Certificates in Device
Administrator”

Note: certificates generated with workstation cannot be used with Device Administrator.

Upgrading Servers
These are the basic generic steps for upgrading an AS-P under and an ES to the EcoStruxure
Building Operation 3.1 release:
1. Run DA as a Windows administrator.
Create and install the root certificate to the PC DA is installed on.
Add Enterprise Server and Enterprise Central to DA to verify their db’s.
Upgrade the EC via the EC installation program
Upgrade the ES via the ES installation program
Add an Automation Server to DA
Create a certificate for the AS (if required)
Install the certificate to AS.
. Save the server list
10. Upgrade the AS db., check the conversion log for errors, if ok download to the device.
11. License the Automation Server
12. Now upgrade any IP Controllers, please refer to the IP Controller release note for details.

©oNDU A WN

Note:

The exact sequence for installing the certificate will change slightly depending on which release you
are upgrading from.

The name field will show ‘?” and the State field will show ‘SSL certificate validation failed!” until the
certificate has been downloaded.

Information, to switch to the Server properties view select the name field in this case the ‘?’.

D Name Connection Product ID Software version State Progress License status

a ?2 ssh://10.158.72.254:22  AS-P 2.0.345 SSL certificate validation failed!

After upgrade and installing the certificate

O Name Connection Product ID Software version State Progress License status

O AS-P (Testl) ssh://10.158.72.254:22 AS-P 3.0.1.87 Ready &

The same will be shown for localhost, but the database upgrade check can be performed as normal.

[:} Name Connection Product ID Software version State Progress License status

B % Local ES ES SSL certificate validation failed!

For more information on Licensing Automation Servers please see the WebHelp topic here.
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9.2.7 Repair LonWorks systems running version 1.8.1

1.

Install Enterprise Server hotfix for version 1.8.1
If you upgrade a system with LonWorks devices from version 1.8.1 to version 3.0.x, install
Enterprise Server hotfix v1.8.1.34000, or higher.

Install SmartX server hotfix for version 1.8.1

If you upgrade a system with LonWorks devices from version 1.8.1 to version 3.0.x, install
SmartX server hotfix v1.8.1.34000, or higher. Install the hotfix on all SmartX servers hosting
LonWorks devices that are based on the LonWorks imported device templates(.XIF) or
resource kits(.DRF). If you are uncertain, install the hotfix on all SmartX servers hosting
LonWorks devices.

Repair LonWorks configurations for version 1.8.1
In WorkStation, select the Enterprise Server and repair the LonWorks configurations in the
Enterprise Server and all online SmartX servers running version v1.8.1.34000, or higher.

Note! You cannot upgrade to version 3.0.x until the LonWorks configurations in all EcoStruxure
BMS servers running version v1.8.1.34000, or higher, are repaired.

4.

Warmstart repaired EcoStruxure BMS servers
Restart the repaired EcoStruxure BMS servers by running the warmstart command from
WorkStation.

Delete obsolete LonWorks objects
Delete obsolete LonWorks objects from your EcoStruxure BMS servers to increase available
space.

9.2.8 Forced Change of Default Password

If default logon credentials for administrator account are used, you can expect a request
being shown to change password after upgrade which is mandatory. This is to increase
security aspects of the system.

9.2.9 INET 64-bit support

For INET seven to operate with EcoStruxure Building Operation 3.1.1 it is necessary to

obtain a 64-bit DLL from the Exchange and install in the INET installation prior to the

upgrade.

1. Download the IPortAPI64 EBO.dll from the Exchange website.

2. Unzip the DLL and copy the DLL to the same folder as the 32bit INET install, by default
this will be C:\Program Files (x86)\INET Seven folder.
Note: if INET was installed in a different folder this can be found by examining the
Windows registry key ”INETSevenPath” at HKLM\SOFTWARE\WOW6432Node\CSI -
Control Systems International\l/Net 2000/Configurations.

3. Install EcoStruxure Building Operation 3.1.1, when the ES restarts the InetPlugin will
connect to InetloSrv via the 64-bit IPortAPI64_EBO.dII.
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9.3 Commissioning

1. In order to maximize the productivity of multiple engineers, it is best for each engineer to
work on one individual EcoStruxure Building Operation Server. Allocate one engineer to
work on each Automation Server and then after the Automation Server devices are
approaching completion, they can be added as children to the Enterprise Server and the
necessary binding can be accomplished. It is possible that, when the Automation Server is
first added to the system and multiple Extended Logs are created at the Enterprise Server
which point to logs in the Automation Server, there will be a slowdown in the Enterprise
Server until the log updates are completed. Once an Automation Server has been added
beneath an Enterprise Server, it is still recommended that multiple engineers be
accommodated by logging directly into separate Automation Servers rather than the
Enterprise Server.

2. Asin all software activity, frequent backups should be made. Perform backups when the
system is either unused or very lightly used.

3. As part of the regular system monitoring and maintenance plan, it is recommended that
Automation Server CPU usage and memory usage be monitored with alarms that trigger
if either item is at an excessively high level for a period of time. You can determine the
appropriate trigger values after configuring the system and validating normal operation.
If the alarms become active, evaluate your system storage and usage and if it cannot be
explained, then contact PSS to determine what might be at the root cause and how the
situation can be resolved

4.Be vigilant about closing unused panes, panels, tabs, etc.

9.4 PostgreSQL/TimescaleDB database schema

If you use External Log Storage, new scripts must be run in the PostgreSQL/TimescaleDB database
for EBO 3.1. The scripts are available for download from the Exchange. Search for “PostgreSQL
Installation Script

If you have a new installation of PostgreSQL/TimescaleDB in 3.1, you need to run the following
scripts:

1. pg_install_db-v3.0.1.sq/
2. pg_upgrade_db-v002.sql

3. pg_upgrade_db-v003.sql

If you upgrade your PostrgeSQL/TimescaleDB installation from 3.0, you need to run the following
scripts:

1. pg_upgrade_db-v002.sql
2. pg_upgrade_db-v003.sql

For more info, read WebHelp: “Setting up a Database Schema in the PostgreSQL Database”.
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